Ipunoxenne k Ipukasy OO0 «KBC»
ol /A 2017 N L3

IMonnTHka 00paboTKH U 3aIUTHI NepcoHaNbHBIX AaHHBIX B 000 «KoHneccuu
BopocHabxeHus-Caparos» (000 «KBC»)
1. O6mue nooxeHNs

1.1. Tlonuruka o6paboTku W 3amUThl MepcoHanbHBIX AaHHBIX B OO0 «KBC»
(manee - [Tonutuka) pa3paborana B coOOoTBeTCTBUH cO cT. 18.1 PenepanbHoro 3akoHa
or 27.07.2006 Ne 152-®3 "O mnepcoHalbHEIX AaHHBIX" M ONpEIENsieT OCHOBHBLIE
TIPUHLMIIE], LENIH, YCIOBUA U CI0COOBI 00paboTKH NepCOHANBHEIX JAaHHBIX, TIEpeUeHb
cybrekToB U obpabareiBaeMbix B OO0 «KBC» mepcoHa bHBEIX NaHHBIX, (YHKIHH
000 «KBC» mpu o00paboTke TepCOHANBHBIX NAHHBIX, IpaBa CyOBEKTOB
IIEPCOHABHBIX JAaHHBIX, a Taioke peanmusyeMmbie B OO0 «KBC» (manee - Omepatop)
TpeOOBaHMS K 3alUTe ePCOHAIbHBIX JaHHBIX.

1.2. Hacrosmas ITonutuka paspaboTaHa B COOTBETCTBHH C TPEOOBAHHSIMH:

« Konctutynuu Poccuiickoii @enepaiinm;

« Tpynosoro xoxekca Poccutickoii @enepanny;

« DepepansHoro 3akoHa ot 27.07.2006 Ne 152-@3 «O nmepcoHaTBHEIX TaHHBIX;

- VYkasza Ilpesunenra Poccuiickoit @emeparuu ot 06.03.1997 No 188 «O6
yTBepxkaeHuH [lepeynst cBeieHuil KOHPHUIEHIMAIBHOIO XapaKkTepay;

o mnoctaHoBneHus IIpasurenscrBa Poccuiickoit @epeparnuu ot 15.09.2008 Ne 687
«O6 yrtBepxaenun Ilonoxenuss 06 ocobGeHHOCTIX 06pPabOTKH MEPCOHATBHBIX
Jl@aHHBIX, OCYIECTBIIIeMON 6e3 HCIIOB30BaHuUs CPECTB aBTOMATH3ALIUNY;

» nocranoBieHus [IpaBurensctBa Poccuitckoit @eneparum ot 01.11.2012 Ne 1119
«O6 yTBepxxIeHUM TpeOOBaHMK K 3alUTe IEePCOHANbHBIX JaHHBIX IIPH UX
006paboTke B HHOOPMAITMOHHBIX CHCTEMAX [EPCOHANBHBIX JaHHBIX)),

« HMHBLIX HOPMaTHBHBIX IPaBOBBIX akTOB Poccuiickoit ®eneparii.

1.3. Ilonoxenust IloNMUTUKK pacnpoCTpaHsIOTCA Ha OTHOIIEHHSA M0 00paboTke H

3alliTe MePCOHANbLHBIX NAHHBIX, NoMydyeHHBIX OnepatopoM Kaxk N0, TaK U IOCIe

yTBepkaeHus IIoNuTUKY, 3a HCKITIOYeHUEM CIIydaeB, KOTAa IT0 IIPHYMHaM IIPaBOBOTO,

OpPTaHHM3alMOHHOIO W HHOTO XapaKTepa IONoXeHHs [loNuTHKH He MOTyT OBITH

pacnpocTpaHeHsl Ha OTHOLIEHHs o 0OpaboTke U 3aIiKTe NEPCOHANBHBIX NAaHHBIX,

IIOJIy4YE€HHBIX JI0 €€ YTBEPKICHUS.

1.4. Ilonmoxenuss IloauTHKM cCiy)kaT OCHOBOH st pa3paboTKM JIOKAJIBHBIX

HOPMAaTHMBHBIX aKTOB, pernmameHTHpyroumx B OO0 «KBC» Bompocsl o0paborku

IIEPCOHAIBHBIX JIaHHBIX paboTHUKOB Omneparopa U JPYruxX CyOBeKTOB MEePCOHANBHBIX

JIaHHBIX.

1.5. OcnoBHBIE NOHATUSA, UCIIOJB3yeMble B HacTosAmel [TomuTuke:



1)IlepconanbHble HaHHBIE - Jt00as HH(pOpManus, OTHOCAMIASACH TPAMO WM
KOCBEHHO K OIpeJeleHHOMY WJIHA OmperenieMoMy (QHU3HYECKOMY JIHIY
(cyOBeKTy epCOHATbHBIX JaHHBIX).

2)Uadopmauust - cBepeHust (CooOIeHMs, NaHHBIE) HE3aBUCUMO OT (POpMBI HX
TpeJCTaBIEHHS.

3) Oneparop - rocyJapcTBEHHBIH OpraH, MyHHLIMNAIbHBIA OpraH, IOPUIUYECKOE
WK (PU3UYECKOE JIMIIO, CAMOCTOSTENEHO MM COBMECTHO C APYTMMHU JIHLEAMHU
OpraHu3yroLe U (WIH) OCYIIEeCTBILIOMUe 00paboTKy NMepcoHaNbHEIX JaHHBIX,
a TakKe ONpeHeNsrone Ienu 00paboTKM MepcOHANBHBIX [JaHHBIX, COCTaB
[IEpCOHANIBHBIX JIAHHBIX, MOUIeXanmx oOpaborke, neicTBUs (omepaimu),
COBEpIlIaeMble C IIEPCOHAIBHBIMHI JaHHBIMH.

4)O6paboTka MEepCOHANBHBIX JaHHBIX - Jr00oe pelicTBue (omepanus) WIX
COBOKYITHOCTL JIeHCTBHM (omepaluii), coBepllaeMble C HCIOJIL30BaHUEM
CPENCTB AaBTOMATH3allMH MM ©Oe3 WCIONB30BAaHUS TaKUX CpEICTB C
MIEPCOHANBHBIMA  J@aHHBIMM, BKiouyas cbop, 3amuch, CHCTEMaTU3aLHIO,
HaKOIUIEHME, XpaHeHue, yrouHeHWe (0OHOBIIEHHE, H3MEHEHHE), W3BIEUEHUE,
WCIIONIb30BaHKe, Inepenady (pacrnpocTpaHeHHe, IpedocTaBIeHHe, OOCTYI),
obOe3nuurBaHue, OJIOKUpPOBaHWE, YAalieHHEe, YHUYTOXKEHHE I[epCOHAIbHBIX
JaHHBIX.

5) ABToMaTH3HpoBaHHas 00paboTKa TIePCOHANBHBIX MOaHHBIX - o00paboTka
IIEPCOHANBHBIX aHHBIX C IIOMOIIBIO CPEICTB BEIUUCIUTENEHON TEXHHUKH.

6) I[IpemocTaBneHue INEepPCOHANBHBIX NaHHBIX - OCHCTBUS, HaIllpaBJIEHHbIE Ha
PAaCKpBITHE NEPCOHANIBHBIX JIAHHBIX OIPEeNeIeHHOMY ULy HIIK OIpeeleHHOMY
KpyTY JIML.

7)PacnpocTpaHeHHe IepCOHANBHBIX NAHHBIX - MOEWCTBHA, HAIpaBiICHHBIE Ha
PaCKphITHE IIEPCOHANBHEIX JaHHBIX HEOIpeNeIeHHOMY KpyTy JIHII.

8) BiiokupoBaHKe MMEepCOHANBHBIX HaHHBIX - BpEMEHHOE IpeKpalleHne o6paboTKu
IEPCOHAIIBHBIX JaHHBIX (38 HCKIIOUEeHWeM CiIydaeB, Korma oOpaboTka
HeoOXouMa [T YTOUHEHHsI IePCOHANBHBIX JaHHBIX).

9) YHHYTO)XXeHHE NEepCOHANBHBIX NAHHBIX - JeHCTBUS, B pe3ylbTaTe KOTOPHIX
CTaHOBHUTCS] HEBO3MOXXHBEIM BOCCTAHOBHUTH COZEPIKAaHHE IEPCOHANBHBIX JaHHBIX
B MH(OPMALMOHHOW CHUCTeME NEPCOHANBHBEIX HaHHBIX W (MIH) B pe3yibTare
KOTOPBIX YHHUTOXAIOTCS MaTepralbHbIe HOCUTEIH NepCOHATBHBIX JaHHBIX.

10) OGe3nuuuBaHue MEepPCOHANBHBIX JAaHHBIX - NEUCTBHS, B PE3YyJbTaTe KOTOPBIX
CTaHOBHUTCS HEBO3MOXXHBIM 0€3 MCIIOIh30BaHMsI AOTIONHUTENbHOH HHpOopManuu
OMPENEITATE MPUHANJIEKHOCTE TTIEPCOHATBHBIX JaHHBIX KOHKPETHOMY CyOBEKTY
MePCOHATBHBIX JaHHBIX.



11)MndopmanoHHass cucTeMa IEpCOHANBHBIX HOAHHBIX - COBOKYIHOCTB
comep kalmxcs B 0azax MaHHBIX NEPCOHANBHBIX TAHHBIX U 00ecrednBaroIInX
1X 00paboTKy HH(POPMALMOHHbIX TEXHOJIOTHH U TEXHUYECKIX CPE/CTB.

2. IlppHUMOBI B HeJH 00paGoTKH NepcoHANbHBIX JAHHBIX

2.1. O6paboTka nepcoHaTbHBIX HaHHBIX OnepaTopoM OCYIIECTBISETCS B CBA3H

peanusanuei onpenenreHHbXx Ycerasom OO0 «KBCy» ¢dyHkuui, a Taxke CBOMX IpaB

1 00s3aHHOCTEH Kak HOPHIXMYECKOTro JIUIA.

Kpome TOro, o6paboTka MmepcOHANBHBIX AaHHBIX OTepaTtopoM OCYIIECTBIIIETCS B

X04€ TPYHOBBIX W HHBIX HEINOCPEACTBEHHO CBs3AHHBIX C HHMH OTHOI.L[CHHﬁ, B

KoTopbIX OrepaTop BBICTYIAET B KauecTBE paboTomareis.

2.2. O6paboTka MepcoOHANBHBIX JaHHBIX OMepaTopoM OCYIIECTBISETCS HA OCHOBE

CIICOYIOIIHX TIIPHHIMIIOB.

OO6paboTka NEepCOHANBHBIX NAHHBIX MOJDKHA OCYIIECTBISTHCS HA 3aKOHHOH H
CIIpaBeJIMBOI OCHOBE.

O6paboTka mEepCOHANBHBIX MAaHHBIX MJOJDKHA OTPAaHUYUBATLCS [JOCTHXKEHHEM
KOHKDETHEBIX, 3apaHee OINpe[eNeHHbIX M 3aKOHHBIX Ieneit. He pomyckaercs
00paboTKa TEpPCOHANBHBIX MNAHHBIX, HECOBMeCTHMas ¢ UeliMad cOopa
NEPCOHAIBHBIX JaHHBIX.

He momyckaercst o6benuneHue 6a3 JaHHEIX, CONEPXKANIMX [EPCOHANLHEIE AHHBIE,
00paboTKa KOTOPHIX OCYIIECTBIISETCS B LEIIAX, HECOBMECTUMBIX MEXKIY COOOIL.
O6paboTke moIekKaT TOILKO MEPCOHANBHBIE JaHHBIE, KOTOPEIE OTBEYAIOT IEIAM
ux 06paboTKH.

Conepxanue u 00beM o00pabaThIBAEMEBIX MEPCOHATBHBIX JAHHBIX JOJIKHEI
COOTBETCTBOBATh  3afBIECHHBIM  LeasiM  o6pabotku.  OGpabarsiBaeMele
NIEPCOHANIbHBIE JaHHBIE HEe HOJDKHBI OBITH H3OBITOYHBIMH II0 OTHOIIEHUIO K
3asIBJICHHBIM IEJISIM UX 00pabOTKH.

IIpn o6paboTke mepcoHaNBHBIX AAHHBIX AODKHBI OBITH 0OECIEYEeHH TOYHOCTH
NEePCOHANBHBIX MaHHBIX, MX JOCTaTOYHOCTh, @ B HEOOXOAWMEIX ClIydasx Hu
aKTyaJJbHOCTh II0 OTHOLIEHHIO K LENsIM OO0paboTKH IepCOHATBHBIX HaHHBIX.
Oneparop HOMKEH NPHHMMATh HEOOXOAMMBIE Mephl nub0 obecmeuwBarts uX
NPUHATHE 110 YOAIEHHIO UM YTOYHEHUIO HETIONHBIX WJIM HETOYHBIX JaHHBIX.
XpaHeHWe IEPCOHANBHBIX JaHHBIX JO/DKHO OCYINECTBIATECA B (opMe,
IO3BOJIAOLIEN ONpeneNnuTs CyOBeKTa IEepCOHANbHBIX MAHHBIX, HE JOJIbIIE, YeM
3TOro TpedyroT memd o00paboTKH MEepCOHANBHBIX JAHHBIX, €CIHM CPOK XpPaHEHMS
NEePCOHANBHBIX NaHHBEIX HE YCTAHOBJCH (elepalbHBIM 3aKOHOM, JOTOBOPOM,
CTOpPOHOH KOTOpOTO, BEITOJONPHOOpETAaTENeM WIM IMOPYYHUTENIEM [0 KOTOPOMY
ABJIAETCA CYOBEKT MEPCOHANBHBIX AaHHBIX. OOpabaThIBaeMble INEPCOHANbHEIE
J@HHBIE MOIJIEXAT YHHYTOKEHHIO J1uO0 00e31MUMBAHUIO 110 JOCTHIXKEHHU IeIei



00paboTky WM B ciIy4yae yTpaThl HEOOXONWMOCTH B JOCTHIKEHHMH 3THX Ielef,
eCJIM UHOe He IpeaycMOoTpeHo denepanbHbIM 3aKOHOM.

2.3. OOpabotka mepcOHANBHBIX JAHHBIX OCyIlIecTBIsgeTcs OmepatopoM B

CIIENYIOMHX IEJAX:

obecrnieuenne colOmoneHus Konctutyuun Poccwuiickoit Peneparum,
3aKOHOJIaTENbHBIX M HMHBIX HOpPMAaTHUBHBIX IIPaBOBEIX axToB Poccuiickoi
Oepnepanuy, J0KaIbHBIX HOPMATUBHBIX akToB OmepaTopa;

OCYILNECTBIICHHEe (YHKIWN, IIONTHOMOYMA ¢ 00s3aHHOCTEH, BO3JIOKEHHBIX
3akoHomaTenscTBOM Poccuiickoit Denepanuu Ha Omneparopa, B TOM 4YHCIE IO
IIPENOCTAaBICHUIO NePCOHAIBHBIX JTaHHBIX B OpraHbl OCYAapCTBEHHOH BJIACTH, B
Ilencuonnsiil porn Poccuiickoit @eneparuu, B CoHI COMMATLHOTO CTPaxoBaHUI
Poccuiickoit @enepaunn, B Denepanbueiii GoHO 00S3aTEIBHOT0 MEIHIIMHCKOTO
CTpax0oBaHus, a TAK)Ke B MHbIE TOCYAapCTBEHHBIE OPraHbl;

obecrieueHre  BBIUIOJIHEHMsST  TpeOOBaHWM  TPYHOBOIO  3aKOHOATENHLCTBA
Poccuiickolt @epmepanuy ¥ MHBIX HOPMAaTHBHBIX IIPABOBBIX akTOB B o6jacTu
pEryiMpoBaHUsl  TPYAOBBIX  OTHOILIGHHH, cojxelcTBHs  pabOTHUKaM B
TPyLOyCTpOHcTBe, OOyYeHHH U OPOIBMIXKEHHUU  TIO cryxbe, IUYHOH
0e30nacHOCTH, KOHTPOJIS KOIIMYECTBA U KauecTBa BEIMOJIHIAEMON paboThl;
MOJAroTOBKA, 3aK/II04YeHHE, UCIIOJIHEHNE U IIpeKpalleHe JOTOBOPOB, 3aKIII0YaeMBbIX
OmnepaTtopom;

obecriedeHHe TPOIYCKHOI'O M BHYTPHOOBEKTOBOTO pEXHMOB Ha 00BEKTaX
Omnepatopa;

(opMHpOBaHHE CIPAaBOYHBIX MaTepHaliOB JIJIsi BHYTPEHHET0 WHOOPMALHOHHOIO
obecneuenus nearensHocta Oneparopa;

HCIIOJIHEHHE CYyAeOHBIX aKTOB, aKTOB JPYTHX OPraHOB WM JOJKHOCTHBIX JIHII,
HOAJIeXKAallUX HMCIIOTHEHHWIO B COOTBETCTBUM C 3aKOHOJATeNbLCcTBOM Poccuiickoit
Oenepauuu 06 UCIIOMHUTEILHOM IIPOHU3BOICTBE;

OCyINEeCTBIIEHWE IMpaB M 3aKOHHBIX HHTepecoB OmnepaTtopa B paMKax
OCYILIECTBIIEHUSI BHIOB JAESTENBHOCTH, IMPedyCMOTPEHHBIX YCTaBOM W HWHBIMH
JIOKaIbHEIMA HOpMAaTWBHBIMM axktamu Onepatopa, HIW TpeThbUX JHIL JHAOO
IOCTIKEHNS 0OIL[ECTBEHHO 3HAYMMBIX LIeJIei;

B MHBIX 3aKOHHBIX IIENX.

3. Cy0beKThI NepcoHaNbHBIX JAHHBIX H UX NIpaBa

3.1. OmeparopoM ocyecTBisieTcs 00paboTka IepCOHATLHBIX JAHHBIX CIEMYIOMINX

KaTeropui cyObeKTOB IepCOHABHBIX JaHHBIX:

pabotHEKH OO0 «KBCy;
Apyrue cyOBbeKTHl MepCOHANBHBIX NaHHBIX (sl obecrieueHus peanu3aliy Ienei
00paboTKH, yKazaHHbIX B pazneie 2 [ToMuTHKH).



3.2. IlepeueHr mEepCcOHANBHBIX HaHHBIX, oOpabaTeiBaeMbix  Omnepatopowm,

OIpEeeNIIETCSl B COOTBETCTBUM C 3aKoHOAaTenbcTBOM Poccuiickod @Denepanmu u

JIOKANBHBEIMA HOPMATHBHBIMH akTamMu Omeparopa ¢ ydeToM Lenedl o6paboTku

NepPCOHATBHBIX [aHHBIX, Yyka3zaHHBIX B pasgene 2 Ilomutuxku. O6paborka

CIIelIMaJIbHBIX ~ KaTeropuid [epCOHaNBHBIX  JaHHBIX, KacarmollMXCA PacoBOH,

HallMOHAJILHON NPHHAMJIEKHOCTH, IIOJUTHYECKHX B3IIIAN0B, PEIUIHO3HBIX HIIH

brnocobckux yoexneHnid, ”HTAUMHOM >ku3HU, OnepaTopoM He OCYIIECTBIISIETCSI.

3.3. CyObekTsl mepcoOHaJbHBIX JaHHBIX UMEIOT IIPaBo Ha:

o MOJHYKO WHpOpManHd 00 WX IepCOHANBHBIX [NaHHBIX, 00pabaThiBaeMBIX
Onepartopom;

e JOCTYIl K CBOUM IMEpPCOHAIbLHBIM JAaHHBIM, BKIIOYas IpaBO Ha IOIy4YeHHE KOIIHUU
nmoboi 3amMcH, cofepiKalledl WX IepCOHANbHBIE MAaHHBIE, 3a HCKIIOYEHHUEM
CITy4aeB, IIPeyCMOTPEHHBIX (elepalbHbBIM 3aKOHOM;

¢ YTOYHEHHE CBOMX ITEPCOHATBHBIX JAHHBIX, UX OJIOKMPOBAHUE UM YHUYTOXKECHUE B
cllydyae, €Clid IepCOHANbHbIE IaHHBIE SBISIOTCS HEMONHBIMY, YCTapeBIIMMH,
HETOYHBIMH, HE3aKOHHO TOJyYeHHBIMH HIIM He SIBISIOTCS HEOOXOTUMBIMH IS
3asBIeHHOM 1enu 06paboTky;

e OT3BIB cOIIacHs Ha 06paboTKy NmepCOHaNbHBIX JaHHbIX;

e TIPHUHITHE [IPEIYCMOTPEHHBIX 3aKOHOM Mep I10 3alIUTe CBOMX IIPaB;

» oOkanmoBaHue peiicTBus wnM OesgeiicTBus OmnepaTopa, OCYIIECTBIIEMOIO C
HapylleHueM TpeOoBaHMM 3akoHomaTenscTBa Poccuiickoit @enepauuu B odnacTH
NePCOHANBHBIX NAHHBIX, B YIOJHOMOYEHHBIH OpraH IO 3alquTe IIpaB CyOBEKTOB
NIEPCOHANBHBIX JaHHBIX WU B CYZ;

e OCYLIECTBJICHHE HMHBIX MpaB, MpeIyCMOTPEHHBIX 3aKOHOAATENIbCTBOM Poccuiickoi
Qenepanuy.

4. YcnoBus 4 cnioco0bl 00paboTKH NepCcOHATBHBIX A HHBIX

4.1. OO6paboTtka nepcoHaNbHEIX JaHHbIX Oneparopom OCYLIECTBIISIETCS C COITIACHs
cyObeKTa  IEepCOHANBHBIX  JNaHHBIX, €CIIH  HHOe He  IPefyCMOTPEHO
3aKoHOJaTensCTBOM Poccuiickoit @enepaltin B 06J1aCTH IepCOHANBHBIX TaHHBIX.

4.2. Onmneparop 0e3 corjacusi cyObeKTa IMEpPCOHANBHLIX JaHHBIX HE PACKpBIBAET
TPETHUM JMI@AM W HE paclpOCTpaHsieT IEPCOHANbHLIE HaHHBIE, €CIIU HHOE HE
NIpeIyCMOTPEHO 3aKoHoAaTescTBOM Poccuiickoit @enepanny.

4.3. Onepatop BmpaBe MOPyYUTh 00pabOTKY TIEPCOHANBHBIX JAHHBIX APYTroMy
JUIy C coryiacus cyOBbeKTa NMepCOHANbHBIX JaHHBIX Ha OCHOBAaHHWH 3aKIH0YaeMOIo C
3TUM JIMIOM JoroBopa. JloroBop JOMKEH coAep)KaTh IIepedeHb JeHcTBHH
(omepanuii) ¢ MepcOHANBHBIMU [JaHHBIMH, KOTOpBlE OYIYT COBEpLIATHCH JIHMIIOM,
OCYIIECTBIISIIOIMM  00paboTKy MepCOHaNBHBIX JaHHBIX, Lenu o0paboTky,
00513aHHOCTh TAKOT'0 JIHIA cOOJII0NATh KOHPUASHIUATBFHOCTD IEPCOHANBHBIX JaHHbBIX



H obecrieyrBaTh 0E30MACHOCTH TIEPCOHANBHBIX NAaHHBIX IIPH UX 00paboTke, a Takxe
TpeOOBaHMSI K 3amuTe 00padaThIBaeMBIX IIEPCOHAILHBIX JAHHBIX B COOTBETCTBHH CO
cratbeit 19 DenepansHoro 3akoHa «O MePCOHANBHBIX TAHHBIX).

4.4. Omnepatop ocymecTBaser cOop, 3anuch, CHCTEMaTH3aLMIO, HaKOIUIEHMUE,

XpaHeHHe, yTouyHeHHe (OOHOBJIEHHME, H3MEHEHHE), H3BJIEYEHHE, HCIIOIB30BaHHE,

nepenady (pacmpocTpaHeHUe, IIpefNOoCTaBIeHHe, JIOCTyI), oOe3nuurBaHue,

OroxupoBaHue, yJaleHue U YHHYTO)KEHUE IePCOHAbHBIX TAaHHbIX.

4.5. B uensx BHyTpeHHero HHpopmanuoHHoro obecreyeHuss Onepatop MOXET

CO3laBaTh BHYTPEHHHUE CIIPABOYHBIE MaTepHalbl, B KOTOpElE C IHUCHEMEHHOIO

cornacusi CcyObeKTa IepCOHANbHBIX MaHHBIX, €CIH WHOEe He IIPelyCMOTpPEHO

3aKoHonarenbcTBoM Poccuiickoit ®enepaiiuy, MOryT BKIIOYAThCA €ro (amums,

UMs, OTYECTBO, MECTO paboTBI, NOIDKHOCTh, I'OJ W MECTO PpOXIEHUs, amnpec,

aOOHEHTCKMI HOMep, aJpec SJIeKTPOHHOH IIOYTHI, MHEBIE IepPCOHAIbHBIE AaHHBIE,

coobmaemMsle CyOBEKTOM MEPCOHANBHBIX AaHHBIX.

4.6. OO6paboTka TIepcOHANBHBIX  JaHHBIX  OmepaTopoM  OCYIIECTBIAETCS

CIeAYIONMMHE criocobamu:

. HeaBTOMAaTH3UpOBaHHas 00paboTka MepCcoOHaTbHBIX TaHHBIX;

. aBTOMAaTU3UpOBaHHAas 00paboTka II€PCOHANBHBIX MHaHHBIX C [epenadei
NOJIy4eHHOH HMH(OpPMAaLMU TI0 MH(OPMAIIHOHHO-TEIEKOMMYHHUKAIIMOHHBIM CETSIM
unu 6e3 TakoBOH;

. cMelraHHas 06paboTka NepcoHaNbHBIX JaHHBIX.

4.7. Jloctymn k oOpabaTeiBaeMbIM  OmepaTopoM  IEpPCOHANBHBIM  JAHHBIM

paspemraercs TonbKOo paborHukaMm OmepaTopa, 3aHUMAOIIMM  JOJDKHOCTH,

BKIIIOYEHHBIE B TIEpeYeHb J0JDKHOCTeH CTPYKTYpHBIX Hofpaszaenenuit OmepaTopa,

TIPH 3aMELIEHUH KOTOPEIX OCYIIEeCTBIIsAETCS 00paboTKa epCOHANBHEIX IaHHBIX.

S. Peainsyemble TpeOOBaHHA K 3aLHTE EPCOHANBHBIX JaHHBIX

5.1. Omnepatop IpUHUMAET IPABOBbIE, OPraHU3al[MOHHBEIE W TEXHHYECKHE MEpEI,
HEOOXoJuMBle M IOCTaTO4YHbIE MM OOecmeueHWs WCIONHEHHS O00s3aHHOCTEH,
MIPeNyCMOTPEHHEBIX 3aKOoHOLaTelnsCcTBOM Poccuiickoil ®enepauui W MPUHSTHIMHA
JOKaJIbHBIMA HOpMaTMBHbIMM akTamMu Omneparopa, O 3allUThl HEePCOHAIBHBIX
JaHHBIX OT HENPaBOMEPHOIO0 MM CIy4alHOrOo IOCTyNa K HUM, YHUYTOXEHUS,
U3MEHEHHUs, OIIOKMpOBaHUs, KOIHPOBaHWS, IPENOCTABIEHHS, pPAaCIpPOCTPaHEHUA
TIEPCOHANIBHBIX JaHHBIX, & TaKXKe 0T UHBIX HEeIIPaBOMEPHBIX NEeHCTBUH B OTHOILIEHUH
[IEpCOHANIbHBIX JaHHBIX.

5.2. CocraB ykazanHbBIX B ImyHKTe 5.1 ITomuTukm Mep, BKIIOUAst UX COJEpIKaHHE U
BBIOOD CpEACTB 3aIlUTHl IE€PCOHANBLHBIX JaHHEIX, OMpeAersieTcs, a BHYTPEHHHE
pETYJIITUBHBIE NOKyMeHTHl 00 o0paboTke u 3alquTe MEPCOHATBHBIX HaHHBIX
yTBepaxkaaroTes (u3parotes) OneparopoM UCXos U3 TpeOOBaHHUM:



o ®epnepanbHoro 3akoHa oT 27.07.2006 Ne 152-®3 «O nepcoHanbHBIX JaHHBIX»

» TpynoBoro kozekca Poccuiickoit @enepanuu;

« nocraHoBieHus IlpasurensctBa Poccuiickoit ®enepanuu ot 01.11.2012 Ne 1119
"O6 yTBepkIeHMH TpeOOBaHUH K 3alllUTe€ IEPCOHANBHBIX HNAHHBIX IIPU HX
o6paboTke B HH()OPMAIITHOHHEBIX CHCTEMaX MIEPCOHANBHEIX JaHHBIX";

« npukaza OCTIK Poccum or 18.02.2013 Ne 21 "O6 yrBepxknenuun CocrtaBa u
COIEPXKAHMS OpraHM3alMOHHBIX MW TEXHUYECKUX Mep 10 00ecnedeHuIo
0e30I1acHOCTH TIEePCOHANBHBIX NaHHBIX NPHU UX 00paboTke B WHGOPMALMOHHEIX
CHCTEeMax MepCOHaIbHBIX JaHHBIX '}

o mocranoBneHus IIpasurenscTBa Poccuiickoii @enepanuu ot 15.09.2008 Ne 687
"O6 ytBepxnenuu IlomoxeHus o0 ocoOeHHOCTSIX 00pabOTKH TepCOHANBHBIX
I@HHBIX, OCYIIECTBIAEMOH 0€3 NCIIONB30BaHMUs CPECTB aBTOMATH3AINH "}

» HMHBIX HOPMaTHBHBIX NpaBOBBIX akToB Poccuiickoit @epepanuu 06 o6paboTke u
3aIlMTE IEPCOHANBHBIX JaHHBIX.

5.3. B npenycMOTpeHHBIX 3aKOHOJATENHECTBOM ClIydasx oOpaboTka NepCoHaIbHbIX

JaHHBIX ocymecTensgercs OmnepaTopoM ¢ cornacusi CyOBEKTOB IMEPCOHATBHBIX

J@HHBIX.

5.4. XpaneHue NEpCOHANBHBIX JAaHHBIX OCYIIECTBISIETCS B (OpMe, MO3BOJISIOIIEH

OIIPENIENUTh CyObeKTa NEPCOHANbHBIX JaHHBIX, HE JOJIbIIE YeM 3TOro TpeOyIoT Lemu

00paboTKM TIEepCOHANBHBIX JAHHBIX, €CJIIH CPOK XpaHEHHs HEe YCTaHOBIEH

(enepanpHBIM 3aKOHOM, IOTOBOPOM, CTOPOHON KOTOPOTO, BEIFOIOIIpHOOpeTaTeieM

WM TIOPYYHUTENEM 10 KOTOPOMY SIBIISIETCSl CyOBEKT MepCOHATBHBIX JaHHBIX.

5.5. OmneparopoM oOcCyIIecTBIseTCs O3HaKOMJIeHUWe paboTHHKOB Oneparopa,

HEITOCPENCTBEHHO OCYIIECTBIIOMUX 00paboTKy IepCOHANBHBIX [OaHHBIX, C

ITOJIOKEHUAMH 3aKOHOJATENIbCTBA O IEPCOHANBHBIX JAaHHBIX, B TOM YHCIE C

TpeDOBaHUAMM K 3alIUTe IepCOHANBHBIX NAaHHBIX, HacTosueld IToNuTHKON 1 MHBEIMU

BHYTPEHHHUMH  DEryJSATHBHBIMM  JOKYMEHTaMM II0  BompocaMm  o0paboTku

[IEPCOHANTBHBIX JaHHBIX.

5.6. Ilpu oO6paboTke mepcoHANBHBIX JgaHHBIX ONepaTopoM IIPHMEHSIIOTCH

CIIEAYIOINHE MepbI:
1)Ha3HauaeTcs OTBETCTBEHHbIH 32 oOpraHuzanuio 06pabOTKH IEPCOHATBHBIX

JaHHBIX, OTIPEZIEIIIETCA €r0 KOMIIETEHIIHS;

2)yTBepKHaroTcs (M3NAOTCS) BHYTPEHHHME PETYNIATHBHBIE JOKYMEHTHEl II0
BoIIpocaM 00paboTKu U 3aIIUTHl IEPCOHATBHBIX JaHHBIX;

3) ocymiecTBIAETCS BHYTPEHHMH KOHTPOJIb W (WIM) 4yadT COOTBETCTBUS
06paboTkH IIepCOHANBHBIX MaHHBIX 3aKOHOJATENCTBY O IEPCOHAIBHBIX
JaHHBIX, TpeOOBaHMAM K 3alluTe MEepPCOHANBHBIX MaHHBIX, HACTOSIIEH
IlonuTHKe U BHYTPEHHUM PETYISITUBHBIM JoKyMeHTaMm OnepaTopa;



4) mpoBOAUTCA OLEHKA Bpefa, KOTOPBI MOXET OBITE NpHYMHEH CyOBeKTam
IEepCOHANBHBIX JAaHHBIX B ClIy4ae HapyIIeHHs 3aKOHOAATENbCTBA O
IIEPCOHAIBHBIX NaHHBIX, OIpedeNseTcs COOTHOIIEHHWE YKa3aHHOIO Bpena M
npuauMaeMsix OmepaTopoM Mep, HallpaBIeHHBIX Ha oOecriedueHre UCTIONHEHUS
obs3aHHOCTEH, NpeaycMoTpeHHBIX DenepanbHbIM 3aK0OHOM «O NMepCOHANbHBIX
JIaHHBIX»;

5) 06paboTKka MepcOHaNbHBIX HAHHBIX OCYIIECTBIIIETCS C COITAacHusi CyObEeKTOB
MEPCOHANBHBIX JaHHBIX, 3a WCKIIOYEHHWEM Cly4aeB, IPeldyCMOTPEHHBIX
3aK0oHOJAaTeNsCTBOM Poccuiickolt Penepanny;

6) mepcoHaJbHBIE JaHHBIE, OOpabaTeiBaeMble 0€3 HCITONIB30BAHUS CPENCTB
aBTOMaTU3aluM, 0060cabnuBaoTCs OT WHOH HH(OPMALUK, B YaCTHOCTH IIyTeM
UX (UKCalMd Ha OTHENBHBIX MAaTEpHAJIBHBIX HOCHTENSX IEPCOHAIBHBIX
JI@HHBIX, B CIIELHATLHBIX pa3fenax;

7)obecrieunBaeTcs pasfenbHOe XpaHeHHe IepCOHANBHBIX [NaHHBIX H  HX
MaTepHalbHBIX HOcHTeNeH, o6paboTka KOTOPBIX OCYIIECTBIIIETCS B Pa3HBIX
LEAX M KOTOPEIE COAEPIKAT pa3HbIe KaTeropyuy MEPCOHANBHBIX JaHHBIX;

8) ycraHOBJIEH 3ampeT Ha Iepelady MEePCOHANBHBIX HAHHBIX I0 OTKPBITHIM
KaHajaM CBSI3H, BEIYACIMTENBHEIM CETSM BHE IPENEIOB KOHTPOJIUPYEMOH 30HEI
eIMHOH BEJOMCTBEHHOM CeTH mnepefadu JaHHBIX Omepatopa u cetsMm MHTepHET
0e3 mnpuMeHeHHs YCTAaHOBIEHHBIX Mep 10 obecredyeHn0 Ge30macHOCTH
[IEPCOHANIBHBIX NaHHBIX (3@ HCKIIOYeHWeM OOIeNOCTYNMHBIX U (MITH)
00e3TMYCHHBIX MePCOHATILHBIX IaHHBIX );

9) obecnieunBaeTcs XpaHeHUE MaTeprUanbHBIX HOCUTENEH MEPCOHATBHBIX JaHHBIX C
coONIOEHNEeM YCIOBHM, 00eclmeunBaromMX COXPAHHOCTh IEPCOHATBHBIX
IN@HHBIX ¥ UCKIIYaIONINX HECAHKI[MOHUPOBAHHEIN TOCTYT K HUM;

10) obecrieunBaercs npekpauieHue 006pabOTKM M YHMYTOXKEHHE IEepPCOHATBHbIX
JaHHBIX B CHOy4asiX, IpelyCMOTPEHHBIX 3aKoHonareinbcTBOM Poccuiickon
®enepanyu B 00/1acTH NEPCOHANBHBIX JAHHBIX;

11)uHble  [efCTBUSA, TpeIyCMOTpPeHHBIE 3aKOHOIATEIbCTBOM  PoccHiicKoM
Denepauuy B 007aCTH NEPCOHANBHBIX JaHHBIX.

5.7. BHyTpeHHUH KOHTPOJb 32 COOJIONIEHHEM CTPYKTYPHBIMHU IIOJpa3zelIeHHsIMH
Omnepatopa 3akoHonarenscTBa Poccuiickoil @enepaiiil U JTIOKJIBHBIX HOPMATHBHBIX
akToB Omneparopa B 007acTU IepCOHANBHBIX JAaHHBIX, B TOM 4Hciie TpeOoBaHUH K
3aIlUTe IEPCOHANBHBIX [JAHHBIX, OCYUIECTBJISIETCS JIMI[OM, OTBETCTBEHHBIM 32
opranusanuio 06paboTku nepcoHanbHbIX AaHHbIX OnepaTopa.

5.8. BHyTpeHHUH KOHTPOJb COOTBETCTBHS OOpabOTKM NEepCOHANBHBIX AaHHBIX
QenepanbHOMY 3aKOHY «O TEPCOHANBHBIX JAHHBIX» W NMPUHATHIM B COOTBETCTBUU C
HUM HOPMAaTHBHBIM IIPaBOBBIM aKTaM, TpeOOBaHMAM K 3aUIUTe [ePCOHAIBHBIX
JaHHbBIX, Hacrosuledl IlomuTuke, NOKaJIBHBIM HOpPMATUBHEIM akTam OrmepaTtopa



OCYWIECTBIISIET CTPYKTYPHBIM IIOApasielieHHe, OTBETCTBEHHBIM 3a  OpPraHU3aLHIO
00paboTku 1 obecneueHne 6e30MaCHOCTH MePCOHANTBHBIX AaHHbIX Oneparopa.

5.9. TlepconanbHas OTBETCTBEHHOCTH 3a cobnoneHue TpeboBaHUH
3aKoHoOJIaTenbcTBa Poccmiickoii Pemepallid W JIOKATBHBIX HOPMATUBHBEIX aKTOB
Omnepatopa B 007acTH IepCOHATBHBIX NAHHBIX B CTPYKTYPHBIX MMOIpa3mefeHHsIX
Oneparopa, a Takke 3a obecneueHMe KOH(DHICHIIMAIBHOCTH M 0€30IaCHOCTH
IIEpCOHANBHBIX JaHHBIX B YKa3aHHBIX nojpasjenenusx OnepaTopa BO3jaraercs Ha
UX PyKOBOAUTEIEH.



